ERIC L. WALDREP

Digital Forensics Expert Witness | CEO & Principal Forensic Examiner | U.S. State Department ATA Cyber Mentor
Addison, Alabama | (251) 216-1164 | info@thewaldrepcompany.com | thewaldrepcompany.com

17+ 27+ 200+ 100%

Years in Digital Forensics Years in Law Enforcement Cases Supported Court Qualification Rate

PROFESSIONAL PROFILE

Court-qualified digital forensics examiner, consultant, and instructor with a practice focused on expert witness testimony,
digital evidence analysis, eDiscovery support, and litigation consulting for attorneys, law firms, corporations, and government
clients. Known for clear courtroom communication, defensible methodology, and the ability to translate complex technical
findings into reports and testimony that judges, juries, and legal teams can understand.

CORE AREAS OF PRACTICE

® Expert witness testimony, rebuttal reports, e Digital forensics investigations involving computers,
declarations, and affidavits mobile devices, cloud data, and social media evidence

e eDiscovery and ESI identification, collection, e Mobile device forensics using Cellebrite UFED, Physical
processing, and production support Analyzer, GrayKey, and Magnet AXIOM

e Court-ready reporting aligned with NIST and SWGDE ® Training development and delivery for law
methodology enforcement, legal teams, and government agencies

PROFESSIONAL EXPERIENCE

CEO & Principal Forensic Examiner

The Waldrep Company LLC | Addison, Alabama May 2011 - Present

e Lead adigital forensics and expert witness practice serving legal teams in civil, criminal, and corporate matters, with
availability for depositions, hearings, and trial testimony nationwide.

e Conduct forensically sound acquisition, preservation, analysis, and interpretation of evidence from computers, mobile
devices, cloud platforms, enterprise systems, and social media sources.

e Provide eDiscovery and litigation support, including ESI scoping, collection strategy, metadata preservation, processing
coordination, and production support tied to court deadlines and discovery obligations.

e  Prepare expert reports, rebuttal reports, declarations, affidavits, and other court-facing deliverables designed to
withstand Daubert and Frye scrutiny.

e  Support more than 200 matters with a 100 percent expert witness qualification record in federal and state courts.

e Develop and teach practitioner-led courses in UAS and drone forensics, mobile device forensics, computer forensics,
expert witness preparation, and eDiscovery essentials.

Cyber Mentor

U.S. Department of State, Antiterrorism Assistance Program | International Deployments Ongoing

e Selected, vetted, and deployed by the U.S. Department of State Bureau of Diplomatic Security to train allied foreign law
enforcement agencies in digital forensics, mobile evidence collection, and cybercrime investigation methodology.

e Deliver operationally focused instruction and mentoring in evidence handling, mobile forensics, investigative workflow,
reporting, and UAS and drone forensics.

e Help translate government-grade forensic methodology into practical frameworks that can be applied in private-sector
expert witness work, internal investigations, and courtroom testimony.

Sergeant / Director of Digital Forensics and Cyber Crime Investigations

Foley Police Department | Foley, Alabama September 2003 - April 2014
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e Directed the digital forensics function for the department and supported investigations involving computers, mobile
devices, network activity, and other forms of digital evidence.

e Developed procedures, advised leadership, coordinated with federal partners, and strengthened interagency
cooperation related to cybercrime and digital evidence handling.

e Testified as a digital forensics expert in local, state, and federal courts and supported the preparation of evidence,
reports, and investigative findings for prosecution.

SELECTED CREDENTIALS & DISTINCTIONS

e U.S. State Department ATA Cyber Mentor ® Magnet Certified Forensics Examiner (MCFE)
e Cellebrite Certified Physical Analyst e Federal and State Court Qualified Expert Witness

e NIST and SWGDE methodology compliant

L e Digital Forensics Today publisher and author
examinations

SELECTED TOOLS & PLATFORMS

Magnet AXIOM, Magnet ACQUIRE, Cellebrite UFED, Cellebrite Physical Analyzer, GrayKey, Oxygen Forensic Detective, XRY
(MSAB), Autopsy, FTK Imager, Belkasoft Evidence Center, EnCase, and hardware write blockers.

EDUCATION

Columbia Southern University | Bachelor of Science in Information Technology
TRAINING & PROFESSIONAL DEVELOPMENT

e National Computer Forensic Institute, Network Intrusion Response and Basic Computer Evidence Recovery
e  FBIl Innocent Images Division, Basic Online Undercover Investigations
e  Mississippi State University, Advanced Computer Forensics

AWARDS

e  Officer of the Year, Foley Police Department
e Respect for Law Award, Lillian Optimist Club
e Nominated for the Alabama House of Representatives Legislative Medal of Honor

Available for confidential consultation, case review, deposition, and trial testimony.
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